Al Quality:
The Next Big

Challenge in
Al

Will Uppington, CEO &
Co-Founder, TruEra

SC 42 - Artificial Intelligence



Soffd]IEC

INFORMATION TECHNOLOGY STANDARDS

SC 42 - Artificial Intelligence

Data Scientists have always focused on the performance of Artificial Intelligence/Machine
Learning (AlI/ML) systems. Recently, however, as the use of ML has moved from consumer
to Enterprise and Government applications, increasing attention is being paid to the
potential risks related to non-transparent ML systems. Enterprise organizations have
struggled to move ML pilots into mainstream deployment. Regulators throughout the US
and the world have issued warnings around the potential misuse of artificial intelligence in
lending, employment, medical and other applications. Lawmakers, such as in the EU and
New York City, have proposed or passed new laws regulating the risks of Al. To build and
operate successful ML systems, developers need to account for both the performance and
risks of Al/ML. This session will cover how a systematic approach to evaluating, testing and
monitoring Al Quality leveraging end-to-end Al explainability technology can address the
dual challenge around ML performance and risk.
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Use of Al Moving from Consumer to Enterprise

Machine Learning First Used For It’s now being used for
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This Change Is Hurting Some Companies
2 Zillow

Zillow to stop flipping homes for good
as it stands to lose more than $550
million, will lay off a quarter of staff

Last Updated: Nov. 3,2021 at 12:36 p.m.ET
First Published: Nov. 2,2021 at 4:21 p.m.ET

By Jon Swartz n

‘We've determined the unpredictability in forecasting home prices far exceeds what we
anticipated and continuing to scale Zillow Offers would result in too much earnings and balance-
sheet volatility, CEO tells investors

Hard to Build High Performing ML Models
e
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This Change Is Hurting Some Companies

Apple Card algorithm sparks gender bias allegations
against Goldman Sachs

Entrepreneur David Heinemeier Hansson says his credit limit was 20 times that of his wife, even though she has the higher
credit score

0% fees. 231 million

verified reviews. 10%+
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This Change Is Hurting Some Companies

Our weird behavior during the pandemicis
messing with Al models

Machine-learning models trained on normal behavior are showing cracks —
forcing humans to step in to set them straight.

By Will Douglas Heaven May 11,2020
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Hard to Maintain Performance & Manage

JTC1 Risks Over Time
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Regulators Scrutinizing Al Risks
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“at the CFPB, we will also be closely watching
for digital redlining, disguised through so-called
neutral algorithms, that may reinforce the
biases that have long existed.”

e )
1 JTC 1 1EC - Rohit Chopra, CFPB
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High Failure Rates in Enterprise Al

Fallure rates for analytics, Al, and big
data projects = 85% - yikes!

July 23, 2019 by Brian 1. O'Nelll
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Enterprise Al Demands a New Approach: Al Quality

Enterprise Al requires Al Quality: balance
between performance & risk mitigation
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What is Al Quality?

ACCURACY
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What is Al Quality?

ACCURACY

REAL WORLD MODEL PERFORMANCE
e Conceptual Soundness

e Stability/Monitoring & Reliability
e Segment & Global Performance

SOCIETAL FACTORS
e Fairness & Transparency
e Security & Privacy

OPERATIONAL FACTORS
e Explainability & Collaboration
e Documentation

DATA QUALITY
e Missing data
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Current Al Methodologies & Tools Not Sufficient

“Black box” makes
stakeholder buy-in
adoption hard

Ad-hoc , guesswork based,
lacking feedback loop from
future stages

Data Prep &

Engineering mm) Trainmodel mm)p  Test model )

Limited testing, global

accuracy focused; Al
quality/Ethical Al not
built-in
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Review/Buy
-In/Adoption

Hard to separate ‘signal
from noise’, debug and
provide feedback into next
dev process

Deploy Monitor
model model



Need Iterative Al Quality Tools & Mindset

Train model — Deploy mode| =) ,\fnoc?cljtglr
Data Prep & Al Quality Al Quality
Engineering Evaluation —

Eval & Debug

N\ 4

Al Qual Review

lterative Al quality review /Buy-In/Adoption
to inform data, feature &
model engineering & ops

Actionable feedback

to inform iterative dev Continuous Al quality
eval & debug

buy-in Ethical Al built
into Al quality
IEC
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Al Explainability is Key to Al Quality

=

Transparent,
Managed Al

o

Black Box Al Al Explainability
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Al Explainability Enables Al Quality Tooling

28

Error Analysis Model Monitoring Bias & Fairness

Explainability
o é]
Q YN El
Conceptual Segment Root Cause Reporting
Soundness Analysis Analysis
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Succeeding in Enterprise Al requires balancing performance
and risk and using Al Quality methodologies and tooling
throughout the life cycle

Al Explainability, error analysis, root cause, responsible Al and
monitoring technologies can enable iterative Al quality
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Thank you
Will Uppington
will@truera.com

www.truera.com
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